Western Kentucky University
School of Engineering and Applied Sciences

CS157 - Information Security |
Spring2022 — Web section

Instructor : Dr. Rong Yang

E-mail:
Office :
Phone :

Rong.Yang@wku.edu
COHH 2111
(270)745-2940

Office hours:  10:35- 12:35 M & W, 10:00-11:00 Thursday, and by appointment

Credit Hours: 3.0

Prerequisites: None

Course Description: An introduction to the concepts, issues, and essential skills of computer
security. Topics include computer-based systems, Internet communications, networking, and
security. Laboratory sessions will be held as needed. May not be counted toward a computer
science major or minor.

Course Objectives: Students who successfully complete this course are expected to be able to:

Outline the chronology of computing, communications, networking, and digital
crime.

Describe the components of a computer information system, the categories,
capabilities, and limitations of modern communication systems, and the types and
components of computer networks.

Use standard network tools to investigate and understand the working of the internet.
Understand the characteristics and states of information and identify critical
information.

Identify the common types of security threats and do elementary testing of a system
for vulnerabilities.

Be more aware of the impact of computer security throughout our society.
Understand the legal and ethical issues in computing.



Course Outline:

l. Survey of computer-based information systems and overview of communications
and networks which are a necessary foundation for the study of information
security.

. Introduction to computer information security

e Digital crime

The nature and types of information

Common security threats

Security countermeasures

Legal and ethical issues

Course Web Site: WKU Blackboard (http://wku. blackboard.com)

This web site will contain course information including class announcements, the course
syllabus, office hours, supplementary materials, assignment files, course calendar, and grade
book.

Text:
Computer Security Fundamentals 3/E
William (Chuck) Easttom, I
Pearson Education
Print ISBN: 9780789748904
eText ISBN: 9780134470580

Internet Access and E-Mail: All students must obtain access to the Internet and an e-mail
account (a Western email account is required. For more information about your western
email account, please visit http://www.wku.edu/accounts). If you have any questions about
the course or need assistance, please contact your instructor by e-mail at any time.



http://www.wku.edu/accounts

Attendance Policy: This is a web-based class and students are not required to physically be in
the classroom at each class meeting. However, proctored exams are expected to be done through
the WKU Testing Center (http://www.wku.edu/testing/) on the scheduled days. Detailed course
information will be available on the course website.

Grading Policy: There will be several quizzes, exams and assignments, each with associated
due date which will be posted on the course website. Your final grade will be determined by
using the usual 90-80-70-60 scale. A =90 —100%, B =80 —89%, C =70 — 79%, etc.

Assessments Percentage of grade
Assignments/Quizzes 40%
Exams 60%

Make up exam policy: All assignments including exams and quizzes have associated due dates.
You must complete each assignment by its due date. No make up exams and quizzes will be
given unless you have a documented medical reason or emergency and prior arrangements are
made with the instructor. Exams and quizzes will be announced through the course website.

Cheating policy: All work handed in for credit by a student is to be the work of that student
alone unless it is specified as a group assignment. It is your responsibility to be honest and to
protect your own work from being copied by others. Any deviation from this standard may result
in an F in the course (for EVERYONE involved) in accordance with established University

policy.

Proctoring Fees: The WKU DL Testing Centers do not charge a fee; however, the WKU remote
Proctoring Network includes both proctor locations who charge for proctoring services as well
as those who do not charge. Students are responsible for payment of any proctoring fees if they
choose to use a proctor who charges a fee for this service. Students are also responsible for any
additional fees that might be associated with the use of a particular proctoring site, such as
parking fees.

WKU Covid-19 Vaccine Statement:

All students are strongly encouraged to get the COVID-19 vaccine. Out of respect for the health and
safety of the WKU community and in adherence with CDC guidelines and practices of all public
universities and colleges in Kentucky, the University requires that a cloth face covering (reusable or
disposable) that covers both the nose and mouth must be worn at all times when in public areas within all
buildings. Students must properly wear face coverings while in class regardless of the room size or the
nature of the classroom activities. Students who fail to wear a face covering as required will be in
violation of the WKU Student Code of Conduct and will be asked to comply or will face disciplinary action,
including possible dismissal from the University. Accommodations can be requested in special cases



http://www.wku.edu/testing/
https://www.wku.edu/healthyonthehill/vaccine.php
https://content.govdelivery.com/accounts/KYCPE/bulletins/2eba25a

through the Student Accessibility and Resource Center (SARC): 270-745-5004 (voice), 270-745-
3030 (TTY), or 270-288-0597 (video).

All students must immediately report a positive Covid-19 test result or close contact with a person who
has tested positive to the Covid-19 Assistance Line at 270-745-2019. The assistance line is available to
answer questions regarding any Covid-19 related issue. This guidance is subject to change based on
requirements set forth by public health agencies or the office of the governor. Please refer to the Healthy
on the Hill website for the most current information. www.wku.edu/healthyonthehill

Title I1X Misconduct/Assault Statement

Western Kentucky University (WKU) is committed to supporting faculty, staff and students by
upholding WKU's Title 1X Sexual Misconduct/Assault Policy (#0.2070) at
https://wku.edu/eoo/documents/titleix/wkutitleixpolicyandgrievanceprocedure.pdf and

Discrimination and Harassment Policy (#0.2040) at
https://wku.edu/policies/hr policies/2040 discrimination harassment policy.pdf.

Under these policies, discrimination, harassment and/or sexual misconduct based on sex/gender
are prohibited. If you experience an incident of sex/gender-based discrimination, harassment
and/or sexual misconduct, you are encouraged to report it to the Title IX Coordinator, Andrea
Anderson, 270-745-5398 or Title IX Investigators, Michael Crowe, 270-745-5429 or Joshua
Hayes, 270-745-5121.

Please note that while you may report an incident of sex/gender based discrimination,
harassment and/or sexual misconduct to a faculty member, WKU faculty are “Responsible
Employees” of the University and MUST report what you share to WKU'’s Title IX Coordinator
or Title IX Investigator. If you would like to speak with someone who may be able to afford you
confidentiality, you may contact WKU'’s Counseling and Testing Center at 270-745-31509.

ADA Accommodation Statement

In compliance with University policy, students with disabilities who require academic and/or
auxiliary accommodations for this course must contact the Student Accessibility Resource Center
located inDowning Student Union, 1074. SARC can be reached by phone number at 270-745-
5004 [270-745-3030 TTY] or via email at sarc.connect@wku.edu . Please do not request
accommodations directly from the professor or instructor without a faculty notification letter
(FNL) from The Student Accessibility Resource Center.



https://www.wku.edu/sarc/
http://www.wku.edu/healthyonthehill
https://wku.edu/eoo/documents/titleix/wkutitleixpolicyandgrievanceprocedure.pdf
https://wku.edu/policies/hr_policies/2040_discrimination_harassment_policy.pdf
mailto:sarc.connect@wku.edu

